Introduction {#Sec1}
============

In the quantum Internet^[@CR1],[@CR2]^, one of the most important tasks is to establish entanglement^[@CR1],[@CR3]--[@CR11]^ between the legal parties^[@CR12]--[@CR16]^ so as to allow quantum communication beyond the fundamental limits of point-to-point connections^[@CR17]--[@CR19]^. For the problem of entanglement distribution in quantum repeater networks several methods^[@CR8],[@CR11]--[@CR16]^, and physical approaches have been introduced^[@CR2],[@CR20]--[@CR46]^. The current results are mainly focusing on the physical-layer of the quantum transmission^[@CR6]--[@CR10]^, implementations of entanglement swapping and purification, or on the optimization of quantum memories and quantum error correction in the repeater nodes^[@CR2],[@CR20]--[@CR43]^. However, if the legal users of the quantum network are associated with different priority levels, or if a differentiation of entanglement availability between the users is a necessity in a multiuser quantum network, then an efficient and easily implementable entanglement availability service is essential.

In this work, we define the *entanglement availability differentiation* (EAD) service for the quantum Internet. We introduce differentiation methods, Protocols 1 and 2, within the EAD framework. In Protocol 1, the differentiation is made in the amount of entanglement associated with the legal users. The metric used for the quantization of entanglement is the relative entropy of entanglement function^[@CR47]--[@CR49]^. In Protocol 2, the differentiation is made in the amount of time that is required to establish a maximally entangled system between the legal parties.

The EAD framework contains a classical phase (Phase 1) for the distribution of timing information between the users of the quantum network. Phase 2 consists of all quantum transmission and unitary operations. In Phase 2, the entanglement establishment is also performed between the parties according to the selected differentiation method.

The entanglement distribution phase of EAD utilizes Hamiltonian dynamics, which allows very efficient practical implementation for both the entanglement establishment and the differentiation of entanglement availability. Using the Hamiltonian dynamics approach as a core protocol of Step 2 of the EAD framework, the entanglement differentiation method requires only unitary operations at the transmitter and requires no entanglement transmission. The application time of the unitaries can be selected as arbitrarily small in the transmitter to achieve an efficient practical realization. The proposed EAD framework is particularly convenient for experimental quantum networking scenarios, quantum communication networks, and future quantum internet.

The novel contributions of our manuscript are as follows:We define the entanglement availability differentiation (EAD) service for the quantum Internet.The entanglement availability differentiation is achieved via Hamiltonian dynamics between the users of the quantum network.The EAD framework can differentiate in the amount of entanglement with respect to the relative entropy of entanglement associated to the legal users (Protocol 1), and also in the time domain with respect to the amount of time that is required to establish a maximally entangled system (Protocol 2) between the legal parties.The framework provides an efficient and easily-implementable solution for the differentiation of entanglement availability in experimental quantum networking scenarios.

This paper is organized as follows. Section 2 defines the framework for the proposed entanglement differentiation methods. Section 3 discusses the entanglement differentiation schemes. Finally, Section 4 concludes the results. Supplemental information is included in the Appendix.

System Model {#Sec2}
============

The proposed EAD service allows differentiation in the amount of entanglement shared between the users or the amount of time required for the establishment of maximally entangled states between the users. The defined service requires no entanglement transmission to generate entanglement between the legal parties. The differentiation service consists of two phases: a classical transmission phase (Phase 1) to distribute side information for the entanglement differentiation and a quantum transmission phase (Phase 2), which covers the transmission of unentangled systems between the users and the application of local unitary operations to generate entanglement between the parties.

The proposed entanglement availability differentiation methods are detailed in Protocol 1 and Protocol 2. The protocols are based on a core protocol (Protocol 0) that utilizes Hamiltonian dynamics for entanglement distribution in quantum communication networks (see Section A.1 in the Supplementary information). The aim of the proposed entanglement differentiation protocols (Protocol 1 and Protocol 2) is different from the aim of the core protocol, since Protocol 0 serves only the purpose of entanglement distribution, and allows no entanglement differentiation in a multiuser quantum network. Protocol 0 is used only in the quantum transmission phase and has no any relation with a classical communication phase.

Classical Transmission Phase {#Sec3}
----------------------------

In the classical transmission phase (Phase 1), the timing information of the local Hamiltonian operators are distributed among the legal parties by an $\documentclass[12pt]{minimal}
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                \begin{document}$$ {\mathcal E} $$\end{document}$ encoder unit. The content of the timing information depends on the type of entanglement differentiation method. The Hamiltonian operators will be applied in the quantum transmission phase (Phase 2) to generate entangled systems between the users. Since each types of entanglement differentiation requires the distribution of different timing information between the users, the distribution of classical timing information will be discussed in detail in Section 3.

Quantum Transmission Phase {#Sec4}
--------------------------

The quantum transmission phase (Phase 2) utilizes a core protocol for the entanglement distribution protocol of the EAD framework. The core protocol requires no entanglement transmission for the entanglement generation, only the transmission of an unentangled quantum system (i.e., separable state^[@CR11]--[@CR16]^) and the application of a unitary operation for a well-defined time in the transmit user. The core protocol of the quantum transmission phase for a user-pair is summarized in Protocol 0. It assumes the use of redundant quantum parity code^[@CR8]^ for the encoding (actual coding scheme can be different). For a detailed description of Protocol 0, see Section A.1 in the Supplementary information.

Framework {#Sec5}
---------

In our multiuser framework, the quantum transmission phase is realized by the core protocol of Phase 2; however, time *t* of the Hamiltonian operator is selected in a different way among the users, according to the selected type of differentiation. For an *i*-th user *U*~*i*~, the application time of the local unitary is referred to as $\documentclass[12pt]{minimal}
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                \begin{document}$${T}_{{U}_{i}}$$\end{document}$. Without loss of generality, the *i*-th transmit user is referred to as *U*~*i*~, and the *i*-th receiver user is *B*~*i*~.

In the system model, the user pairs can use the same physical quantum link, therefore in the physical layer the users can communicate over the same quantum channel. On the other hand, in a logical layer representation of the protocols, the communication between the user pairs formulate logically independent channels.

The method of entanglement differentiation service is summarized in Fig. [1](#Fig1){ref-type="fig"}. The basic model consists of two phases: distribution of timing information over classical links (Fig. [1(a)](#Fig1){ref-type="fig"}) and the transmission of quantum systems and the application of local unitary operations (Fig. [1(b)](#Fig1){ref-type="fig"}).Protocol 0Core Protocol.Figure 1Framework of the entanglement differentiation service in a multiuser quantum network. **(a)** Phase 1. Classical transmission. The $\documentclass[12pt]{minimal}
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                \begin{document}$$ {\mathcal E} $$\end{document}$ encoder unit distributes the timing information for the legal transmit users *U*~1~, ..., *U*~*K*~ and receiver users *B*~1~, ..., *B*~*K*~ via a classical channel. **(b)** Phase 2. Quantum transmission. The users apply the core protocol for the entanglement establishment. Then, using the received timing information the transmit users *U*~1~, ..., *U*~*K*~ apply the local unitaries for time $\documentclass[12pt]{minimal}
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                \begin{document}$${T}_{{U}_{{\rm{1}}}},\ldots ,{T}_{{U}_{K}}$$\end{document}$.

Methods of Entanglement Availability Differentiation {#Sec6}
====================================================

The EAD service defines different types of differentiation. The differentiation can be achieved in the amount of entanglement in terms of the relative entropy of entanglement between the users (*Protocol 1*: differentiation in the amount of entanglement). In this method, all users have knowledge of a global oscillation period^[@CR11]^ of time for the application of their local unitaries, but the users will get different amounts of entanglement as a result.

The differentiation is also possible in the amount of time that is required to establish a maximally entangled system between the users (*Protocol 2*: differentiation in the time domain). In this method, all users get a maximally entangled system as a result; however, the time that is required for the entanglement establishment is variable for the users, and there is also no global oscillation period of time.

Differentiation in the Amount of Entanglement {#Sec7}
---------------------------------------------

The differentiation of the entanglement amount between the users allows us to weight the entanglement amount between the users in terms of relative entropy of entanglement. Using the timing information distributed in Phase 1 between the *K* transmit users *U*~1~, ..., *U*~*K*~$$\documentclass[12pt]{minimal}
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                \begin{document}$${x}_{{U}_{i}}\in [\,-\,(\pi /{\rm{4}}),(\pi /{\rm{4}})],$$\end{document}$$for an *i*-th transmit user *U*~*i*~, the protocol generates an initial system *ABC*, transmits separable B to receiver *B*~*i*~, and applies the local unitary *U*~*AC*~ on subsystem *AC* for time $\documentclass[12pt]{minimal}
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                \begin{document}$${T}_{{U}_{i}}$$\end{document}$, the resulting *AB* subsystem between users *U*~*i*~ and *B*~*i*~ contains the selected amount of entanglement,$$\documentclass[12pt]{minimal}
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                \begin{document}$${E}^{({T}_{{U}_{i}})}({U}_{i}:{B}_{i})\le {\rm{1.}}$$\end{document}$$

### Relative Entropy of Entanglement {#Sec8}

In the proposed service framework, the amount of entanglement is quantified by the *E*(⋅) relative entropy of entanglement function. By definition, the *E*(*ρ*) relative entropy of entanglement function of a joint state *ρ* of subsystems *A* and *B* is defined by the $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
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                \begin{document}$$E(\rho )=\mathop{{\rm{\min }}}\limits_{{\rho }_{AB}}D(\rho \parallel {\rho }_{AB})=\mathop{{\rm{\min }}}\limits_{{\rho }_{AB}}\mathrm{Tr}(\rho \,\mathrm{log}\,\rho )-\mathrm{Tr}(\rho \,\mathrm{log}({\rho }_{AB})),$$\end{document}$$where *ρ*~*AB*~ is the set of separable states $\documentclass[12pt]{minimal}
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### Differentiation Service {#Sec9}

The Phases 1 and 2 of the method of entanglement amount differentiation (Protocol 1) are as included in Protocol 1.Protocol 1Differentiation in the Amount of Entanglement.

Description {#Sec10}
-----------

In the quantum transmission phase, the entanglement oscillation in *AB* is generated by the energy *E* of the Hamiltonian *H*^[@CR11]^. This oscillation has a period of time *T*~*π*~, which exactly equals to 4*t*,$$\documentclass[12pt]{minimal}
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                \begin{document}$${T}_{\pi }=4t,$$\end{document}$$where *t* is determined by Alice and Bob. In other words, time *t* identifies *π*/4, where *π* is the oscillation period. Therefore, in Protocol 1, the density *σ*~*ABC*~ of the final *ABC* state is as$$\documentclass[12pt]{minimal}
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                \begin{document}$$\begin{array}{rcl}{\sigma }_{ABC} & = & |{\phi }(t)\rangle {\langle {\phi }(t)|}_{ABC}=U{\rho }_{0}{U}^{\dagger }\\  & = & \frac{{\rm{1}}}{{\rm{2}}}({U}_{AC}|{\psi }_{+}\rangle \langle {\psi }_{+}||+\,\rangle \langle +|{U}_{AC}^{\dagger })+\frac{{\rm{1}}}{{\rm{2}}}({U}_{AC}|{{\varphi }}_{+}\rangle \langle {{\varphi }}_{+}||\,-\,\rangle \langle -|{U}_{AC}^{\dagger }),\end{array}$$\end{document}$$where $\documentclass[12pt]{minimal}
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Thus, up to the global phase, both states are the same.
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Differentiation in the Time Domain {#Sec11}
----------------------------------

In the time domain differentiation service, a transmit user *U*~*i*~ generates the initial system *ABC*, transmits separable *B* to receiver *B*~*i*~, and applies the local unitary *U*~*AC*~ on subsystem *AC* for time $\documentclass[12pt]{minimal}
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### Differentiation Service {#Sec12}

The Phases 1 and of the time domain differentiation method (Protocol 2) are as included in Protocol 2.Protocol 2Differentiation in Time Domain.

Description {#Sec13}
-----------

Let us focus on a particular *ABC* of users *U*~*i*~ and *B*~*i*~. The same results apply for all users of the network.

After the steps of Protocol 2, the density *σ*~*ABC*~ of the final *ABC* state is as$$\documentclass[12pt]{minimal}
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Thus, up to the global phase both states are the same yielding relative entropy of entanglement between users *U*~*i*~ and *B*~*i*~ as$$\documentclass[12pt]{minimal}
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Comparative Analysis {#Sec14}
--------------------

The results of the proposed differentiation methods, Protocols 1 and 2, are compared in Fig. [2](#Fig2){ref-type="fig"}. Figure [2(a)](#Fig2){ref-type="fig"} illustrates the results of a differentiation in the entanglement quantity, while Fig. [2(b)](#Fig2){ref-type="fig"} depicts the results of the time-domain differentiation method.Figure 2Entanglement differentiation service via Hamiltonian dynamics in a multiuser environment. **(a)** Protocol 1. Each user gives a different amount of entanglement *E*(*U*~*i*~: *B*~*i*~) ≤ 1 at a global period of time *T*~*π*~. The differentiation is made in the amount of entanglement (relative entropy of entanglement) by applying the local unitaries for time $\documentclass[12pt]{minimal}
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                \begin{document}$${T}_{{U}_{i}}$$\end{document}$ for *U*~*i*~, *i* = 1, ..., *K*. User *U*~5~ has the highest priority thus the user gets a maximally entangled system, user *U*~3~ is the lowest priority user with and associated with a low amount of entanglement. **(b)** Protocol 2. All users are assigned with a maximally entangled system, *E*(*U*~*i*~: *B*~*i*~) = 1, and the differentiation is made in the time domain. For users *U*~*i*~, *B*~*i*~, *i* = 1, ..., *K* a particular period of time *T*~*π*~(*U*~*i*~: *B*~*i*~) is assigned, and each local unitary is applied for $\documentclass[12pt]{minimal}
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                \begin{document}$${T}_{{U}_{i}}(\pi /{\rm{4}})={T}_{\pi }({U}_{i}:{B}_{i})/{\rm{4}}$$\end{document}$ time *t* o achieve maximally entangled states between the parties. User *U*~5~ has the highest priority thus the user associated with the shortest time period, user *U*~3~ is the lowest priority user with a long time period for the generation of a maximally entangled system.

Conclusions {#Sec15}
===========

Entanglement differentiation is an important problem in quantum networks where the legal users have different priorities or where differentiation is a necessity for an arbitrary reason. In this work, we defined the EAD service for the availability of entanglement in quantum Internet. In EAD, the differentiation is either made in the amount of entanglement associated with a legal user or in the amount of time that is required to establish a maximally entangled system. The EAD method requires a classical phase for the distribution of timing information between the users. The entanglement establishment is based on Hamiltonian dynamics, which allows the efficient implementation of the entanglement differentiation methods via local unitary operations. The method requires no entanglement transmission between the parties, and the application time of the unitaries can be selected as arbitrarily small via the determination of the oscillation periods to achieve an efficient practical realization. The EAD method is particularly convenient for practical quantum networking scenarios, quantum communication networks, and future quantum Internet.
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